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AHHOTanudA. B COBpEMEHHOM MHUPE OTKPBITHIE CETH BCTPEUYAIOTCS [IOBCEMECTHO: HA YJIUIIE, B 3aBE-
JEHUSIX, TOPTOBBIX LIEHTpPaxX M JIPYrux myOiauuHbIX mecTax. VX Ge3omacHOCTh COMHHUTENbHA, IO-
CKOJIbKY B CIIy4ae, €CJIM OpraHU3alysl WM YeJIOBEK, Pa3aloIuid CeTh HE M03a00THIINCH JO0JKHBIM
o0pa3om 00 ee 3alUIIEHHOCTH, TO IO/l yTPO3Y CTABSTCS BCE MOJIb30BATENH, [10ICOSAUHEHHBIE K HEH.
VYSA3BUMOCTB TaK)K€ MOXET IPOSIBUTHCSA U B caliTaX, KOTOPBIE OYyJeT mocemarh xeprea. Hampumep,
Hebe3omacHbIi mpoTokon nepenaun nanHbix HTTP He mmdpyer nanHsie BoBce, MO3BOJIAS JIFOOOMY
YEJIOBEKY, MOJKIIOUYEHHOMY K TOUKE JIOCTYIIA, CYUTHIBATh UX. MOIIIEHHUKN MOTYT O4YE€Hb JIETKO 3TO
JKCIUIyaTUPOBATh C MOMOUIBI0 UHCTPYMEHTOB, JOCTYIHBIX BCEM, U 3aIIOIYUYUTh JOCTYH K JaHHBIM,
MyTeM pa3IMyYHbIX aTaK, TAKMX KaK «370¥ Onu3Heny, Deauth u npouwue.
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Abstract. In the modern world, open networks are ubiquitous: jutside, in establishments, shopping
centers, and other public places. Their security is questionable, since if the organization or person
providing the network has not properly ensured its security, then all users connected to it are at risk.
Vulnerability can also be present in the websites that the victim may visit. For example, the insecure
data transfer protocol HTTP does not encrypt data at all, allowing anyone connected to the access
point to read it. Scammers can easily exploit this with tools available to everyone and gain access to
data through various attacks, such as «evil twiny», Deauth, and others.
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Beeoenue

B nacrosiee Bpemsi MpakTUYECKU BCE JIFOJIU MPOBOJISAT MHOTO BPEMEHU OHJIAH.
DTO CBS3aHO C JOCTYMHOCTBIO OTKPBITHIX Wi-Fi B 00IIIeCTBEHHBIX MECTax, TAKMX Kak
kade mam moesna. Jroau Bcerma CTpeMsTCS MOAKIIOYHMTBCS K OecruiatHomy Wi-Fi
OBICTpee, Take HE 3aIyMbIBasICh O 0€30MaCHOCTH ATOTO JESUCTBUS. ITO CBSI3aHO C He-
OCBEJIOMJICHHOCTBIO O TOM, KaK JIETKO MOYKHO AKCIUTyaTUPOBATh OTKPBITHIE TOUYKHU JI0-
CTymna, 4ToObl MOJYyYUTh KOH(PUACHIMATBbHBIC JaHHbIC WA MOJIMEHUThH JIaHHBIC €€
MOJIL30BaTEIICH.

[{enbt0 TaHHOTO UCCIIETOBAHMS SIBJISIETCS MTOBBIIIEHUE OCBEOMIICHHOCTH CITyIIa-
TeJIeH, C TOMOIIBIO JIEMOHCTPAIIMU MPOCTOTHI Peaiu3allMi aTaK Ha OTKPBITHIE CETH.
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3TO HE TOJIBKO CIOCOOCTBYET MOBBIIICHUIO YPOBHS LIMPPOBON IPAMOTHOCTH, HO
Y MOJKET 3aMHTEPECOBATH JIIOJICH B MOBBIIIIEHUN 0€30IaCHOCTU C€0S U OKPYKAIOIIHUX,
MPOTPAMMHBIMU, TEXHUYECKUMU WJIH COLIMATIbHBIMU CPEACTBAMH.

Memoowvt u mamepuaiot

Wireshark — aTo momynsipHOe y CHEIMATUCTOB MPOTPaMMHOE 00eCTICUCHHE IS
aHanmm3a TpaduKa B KOMITBIOTEPHBIX CETAX. ITOT OECIUTATHBIA HHCTPYMEHT TO3BOJISIET
U3y4aTh PA3IMYHBIC CETH U MPOTOKOJIBI, OTCIIC)KHBATH CETEBYIO aKTHBHOCTH B Peallb-
HOM BPEMEHU I U3 (haiiiia, MpOBOIUTH ACTAIFHYI0 00pa0OTKY U BH3YaIN3aIHIO T1a-
KETOB JIaHHBIX. Y MPOrpaMMBbI €CTh YAOOHBIN rpaduueckuii HHTEpderic, oToOpakaro-
muit “HGOPMAIIMIO Ha BCEX YPOBHSX MPOTOKOJIA, & TAKKE CTATUCTHYCCKUE U Ipadu-
YeCKHEe HHCTPYMEHTHI ISl aHAJIM3a CETEBOW aKTHBHOCTH (puc. 1).

M “Becnposoppan cets - m} b4

@aiin  [paska Bua 3anyck  2axeatr  Awanmz  Cratuctuka  Tenegonwa  becnpoeognan cease  HucTpymentsl  Cnpaska

dns@e BRERe>=FTas==Eaqqan
[M]Npwmaervrre punnstp orobpaenns .. <Cti-/> -
No. Time Source Destination Protocol Length Info —_—
29 8.995172 52.168.112.67 192.168.08.86 TLSv1.2 457 Server Hello, Certificate, Certificate Status, Server Key Exchange, Server Hello Done |
38 8.995282 192.168.8.86 52.168.112.67 TCpP 54 57449 + 443 [ACK] Seq=238 Ack=6244 Win=262144 Len=@
31 9.802823 192.168.0.86 52.168.112.67 TLSv1.2 212 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
32 9.216493 52.168.112.67 192.168.9.86 TLSvl.2 185 Change Cipher Spec, Encrypted Handshake Message
33 9.216535 192.168.8.86 52.168.112.67 TCP 54 57449 =+ 443 [ACK] 5eq=388 Ack=6295 Win=261888 Len=@
34 9.216989 192.168.8.86 52.168.112.67 TLSv1.2 932 Application Data [—
35 9.217848 192.168.8.86 52.168.112.67 TLSv1.2 1418 Application Data
36 9.387331 52.168.112.67 192.168.9.86 TCP 54 443 » 57440 [ACK] Seq=6295 Ack=2630 Win=4124568 Len=0
37 9.390005 52.168.112.67 192.168.9.86 TLSv1.2 589 Application Data
38 9.398847 192.168.8.86 52.168.112.67 TCpP 54 57449 + 443 [ACK] Seq=2638 Ack=6750 Win=261632 Len=@
39 9.585938 87.248.129.131 192.168.08.86 TLSv1.2 397 Application Data
48 9.682695 192.168.8.86 87.248.129.131 TLSv1.2 287 Application Data
41 9.653133 87.248.129.131 192.168.9.86 TCP 68 443 » 54841 [ACK] Seq=394 Ack=489 Win=238 Len=@
42 9.938449 192.168.8.86 34.120.208.123 TLSv1.2 93 Application Data —
43 9.938741 192.168.8.86 34.120.208.123 TLSv1.2 78 Application Data |
44 9.938796 192.168.8.86 34.120.208.123 TCcP 54 57314 + 443 [FIN, ACK] Seq=64 Ack=1 Win=512 Len=@
45 9.987671 34.120.285.123 192.168.8.86 TCP 54 443 » 57314 [FIN, ACK] Seg=1l Ack=64 Win=327 Len=@
A& o oa7a7 24 150 sa8 193 107 162 & a2 Tro EA 443 2 S731A FAFK] €an—3 Arb—6R Lin-277 lan-a —_—
< >
~ TLSv1.2 Record Layer: Application Data Protocol: Hypertext Transfer Protocol A 89 @9 @b af 92 12 5c 62 B8b 92 3a 7@ @8 0@ 45 00 \b --:ipE ~
Content Type: Application Data (23) @910 92 4e ef 02 48 00 32 [J§ bd 35 57 @ 81 83 c@ a8 N--@ 2 -sw
Version: TLS 1.2 (@x@303) @@ 56 @1 bb d6 39 <2 b4 31 91 44 27 dd b4 58 18 v a 1-D'--P
Length: 545 @0 ed e4 0d 80 @0 17 @3 @3 @2 21 71 d9 fb a9 2c !
. . bf ab 5a d3 94 7b 57 44 @8 8 3e 76 ce a9 9b cb Z- - {WD >v
Encrypted Application Data [truncated]: 71d9fbag2cbfabSad3947b574408f83e76ce , 28 6f 45 eB 97 ae of 65 a7 7d O if 4a 84 b6 aa  (of 13
oo ) - B > 4f @5 20 8b 35 ce Ff d4 2d d5 98 87 bf flc2 60 0 5 - - v

© 7 Payload is encrypted application data (tis.app_data), 545 byte(s) Naersi 132 - Oro6paarorca: 132 (100.0%) - Morepano: 0 (0.0%) Mpodune: Default

Puc. 1. OxHO npocMoTpa uHTEpHET Tpaduka

Wireshark momoraer B quarHoctuke ceTd, MacCCUBHOM aHaIN3€ CeTeBOM MHGpa-
CTPYKTYpPBI U IpyTUX 33aja4ax. Ba)kHO MOMHUTB, YTO, KaK U JIt000€ Jpyroe nporpamm-
HOe oOecrieueHue i1 aHanuza cere, Wireshark MokeT OBITH HCITOJIB30BAHO IS 3J10-
YMBIIUICHHBIX IeJIed, KaK, HalpuMep, MPOCMOTP JAaHHBIX HE3alIUIIEHHOTO Tpaduka
HTTP. [1]

PyShark — ato Python OuGimoreka, KoTopast O3BOJISICT AHATM3UPOBATH U (PUITb-
TpoBaTh ceTeBoil Tpaduk. OHa maeT BO3MOKHOCTH TMOJB30BATEIO CO3AaBaTh COO-
CTBEHHBIE MPOrpaMMbl 10 CBOM MoTpeOHOoCTH. B otnmumne ot WireShark, PyShark
npejyiaraet 6osiee ruOkue Hactpoiiku. Mcnons3oBanue PyShark umeer cmebich, mo-
CKOJIbKY MO3BOJIIET CO3[aTh MHAMBUAYyaIU3upoBaHHYIO Bepcuto WireShark ¢ Hyx-
HBIMU (QYHKIIUSIMU U BO3MOKHOCTSIMH, BMECTO MCIIOJIb30BaHUs CTAHJAPTHOTO IECKTO-
ITHOTO TIPUJIOKEHUS (puC. 2).
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f get_http(request):
if hasattr(request, "http"):
f hasattr(request.http, "user_agent”):
f request.http.request_method == "POST" hasattr(request, “"urle
form = getattr(request, "urlencoded-form™)

data = form._get_all fields_with_alternates()

print(f"GOT A PASSWORD PACKET. READING:\nUser: Password: {data[5].show}")

capture = pyshark.LiveCapture(interface="Et

capture.apply on_packets(get_http)

Puc. 2. IIporpamma aiisa nepexsata napodis u3 HTTP tpaduka koHKpeTHOTO caifta

SET — Habop MHCTPYMEHTOB JUIsl COIMAIIBHON WHXKCHEPUU W HE TOJIbKo. KoH-
KPETHO HAaC MHTEPECYET HHCTPYMEHT, KIIOHUPYIOIINK CalT, pa3Aarolluid ero u 3aTeM
nepexBaThIBAIOUINI BECh TpaPUK, KOTOPBII Ha HETO mocTynaet (puc. 3).

File Actions Edit View Help Select from the menu:

1) Spear-Phishing Attack Vectors

2) Website Attack Vectors

3) Infectious Media Generator

4) Create a Payload and Listener

5) Mass Mailer Attack

6) Arduino-Based Attack Vector

7) Wireless Access Point Attack Vector
8) QRCode Generator Attack Vector

9) Powershell Attack Vectors

10) Third Party Modules

Return back to the main menu.

Puc. 3. UactpymenT SET u BIOpaHHBIA MHCTPYMEHT /1Sl KJIOHUPOBAHUS caiiTa

Ettercap — emie oMH MHCTPYMEHT ISl peayiM3alvii pa3IuYHbIX aTaK 4epe3 OT-
KpBIThIE ceTh. B maHHOM mccienoBanuu Oblia ncmoib3oBana GpyHkims DNS Spoofer.

HostList argets.
9216501 SCHIBRIZIATO
%2,160030 86:606A1268.C5

Puc. 4. Uactpyment Ettercap, BeiOpannsbie [P anpeca ans cnydunra
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Pezynomamot

B xone pabotel ¢ Wireshark, B TecTOBBIX yc10BUAX ObUT ITepexBayeH Mapoib s
HEKOTOpOTO caiita, padoTaroiero yepe3 nporokos HTTP (puc. 5).

M Wireshark - Maxer 183 . Becnposoamas cets - a X

Frame 183: 644 bytes on wire (5152 bits), 644 bytes captured (5152 bits) on interface \Device\NPF_{SD9EB664-FE@7-4
Ethernet II, Src: Intel af:02:12 (80:00:0b:af:02:12), Dst: TPLink_92:3a:70 (5c:62:8b:92:3a:70)
Internet Protocol Version 4, Src: 192.168.0.86, Dst: 193.46.255.29
Transmission Control Protocol, Src Port: 58092, Dst Port: 8@, Seq: 1, Ack: 1, Len: 590
Hypertext Transfer Protocol |
v HTML Form URL Encoded: application/x-www-form-urlencoded
Form item: "nick" = "my_username"”
Form item: "password” = "my_secret_password”

Puc. 5. I[IpocMoTp nmenu nosib3oBarenu U maposist B HTTP makere

[Tocne 3amycka nporpammel, HarucanHoi Ha Python ¢ ucnons3oBanuem 6u6MO-
teku PyShark, Oputn BBesieHbI laHHbIE Ha caifte ucnoibdyromem HTTP. Pesynbrar
MPEJCTABIICH HA PUCYHKE 6.

AsTOpUzaUMA

Desktop‘xpg.'t:- python.exe .\temp2.py
DING:

uperduperuser
word: secretpass

Puc. 6. 3anymienHas nporpaMma 1 nepexBayC€HHbIC UM MOJIb30BATENS U MAPOJIb

Ucnons3ys SET B TecTOBBIX ycnoBHsIX Obul co3aaH kioH caiita CI'YI'uT u pas-
MeleH B cetu no IP-anpecy paboueit cranuuu. C nomoripsto Ettercap Bce HHTEpHET
MaKeThl, HalpaBJIeHHbIE K opuruHaibHoMy caity CI'YT'uT, Obuin nepeHanpaBieHbl K
KJIOHY caiiTa 1mocje yero Oblia OCyIeCTBIIEHA MOMbBITKA aBTOPU3AIMU U TIEpeXBaT JaH-
HBIX (puc. 7).
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Puc. 7. 3anyuieHHast aTaka U epexBaT JaHHBIX C KJIOHA caiiTa

Oocysrcoenue

Bce artaku OblTM OCYIIECTBIIEHBI C UCIIOJIB30BAHUEM UHCTPYMEHTOB, TOCTYITHBIX
KaxoMy. OHM HaxOITCS B OTKPBITOM JOCTYIIE B CETH, C OTKPBITBIM HCXOJHBIM KO-
noM. KaxipIil uenoBek, y KOTOpOTo €CTh KOMIIBIOTEP UM HOYTOYK, CIIOCOOEH OCyIle-
CTBUTh aTaKH, IPEJOCTABICHHbIC B JAHHOM UCCIIEJOBaHUH, HE UMesl 3HaHUH B HH(DOP-
MaIMOHHOHN 0€30MaCHOCTH, TaK KaK MHCTPYKLUU WU MPUMEPHI UCIIOJIB30BaHUMN MTPU-
JIararoTcsl KO BCEM UHCTPYMEHTaM [2].

3aknouenue

C ucnonp30BaHUEM BCEX YKa3aHHBIX MHCTPYMEHTOB, KOTOPHIE MOXHO JIETKO I10-
JYYUTh, 37I0YMBIIIJIEHHUK MOXKET IPOBECTH aTaKW HA OTKPBITHIE CETH U MOIYYUTh J0-
CTYIl K KOH(QHUICHINAIbHBIM JaHHBIM, Jake 0€3 ombITa B ATOM 00JACTH, YTO U OBLIO
MPOJEMOHCTPUPOBAHO. Y UUTHIBAS 3TO, MOXKHO CKa3aTh, UTO OTKPBITHIE TOUKU JOCTyNa
HE SIBJISIFOTCS 0€30MaCHBIMHU IO CBOEH CYTH M 3Ta CUTYalMsl yCYryOssieTcst ené cuibHee
TOTJa, Koraa 00 ux 0e30MacHOCTH He 3a00TTCsI BOOOIIE, TEM CaMbIM TOJIBEPTas MOJIb-
30BaTeNel cephE3HOM yrpo3e HapyIIeH!sT KOH(GUACHIIMATLHOCTHA WX TAHHBIX [3].

bnazooapnocmu

ABTOpHI BBIpaXXArOT OJ1arogapHOCTh CHOMPCKOMY rOCY1apCTBEHHOMY YHUBEPCH-
TETY T€OCUCTEM U TEXHOJIOTHH 3a MOAJAEPKKY aBTOPOB UCCIIEOBAHUS aKaJEMUYECKOU
CTUIIEHINEN.
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